UNIT-3

HASH FUNCTIONS AND DIGITAL SIGNATURES

PART-A

1. What are the two types of certificates? (APRIL/MAY 2010) Two types of certificates are:
Forward certificates Reverse Certificates

2. What is birthday attack? (APRIL/MAY 2011)

A Birthday attack is a name used to refer to class of brute-force attacks. It gets its name from the surprising result that the probability that two or more people in a group of 23 share the same birthday is greater than one-half; such a result is called a birthday paradox.

3. Mention the various ways of producing an authenticator.

· Message encryption
· Message Authentication Code (MAC)
· Hash function
4. Differentiate Message Authentication Code and Hash function.

· In MAC, a public function of the message and a secret key are used to produce a fixed length authenticator.
· A hash function accepts a variable size message as input and produces a fixed size output (hash code) which is similar to MAC. But hash code does not use a key.
5. Define one way property, weak collision resistance and strong collision resistance of hash function.(APRIL/MAY 2011)

· For any given value h, it is computationally infeasible to find x such that H(x) = h
– one way property.

6. Define weak collision resistance and strong collision resistance of hash function.(MAY/JUNE 2013)

· For any given block x, it is computationally infeasible to find y ≠ x with H(y) = H(x) – weak collision resistance.
· It is computationally infeasible to find any pair (x, y) such that H(x) = H(y) – strong collision property.
7. What is message authentication?

It is a procedure that verifies whether the received message comes from assigned source has not been altered. It uses message authentication codes, hash algorithms to authenticate the message.

8. What is digital signature? (APRIL/MAY 2011, APRIL/MAY 2015)
Digital Signature is an authentication mechanism that enables the creator of a message to attach a code that acts as a signature.

9. What are the two approaches of digital signature? (NOV/DEC 2012)

· The two approaches of digital signatures are
· RSA approach
· DSS approach
10. Define the classes of message authentication function.

· Message encryption: The entire cipher text would be used for authentication.
· Message Authentication Code: It is a function of message and secret key produce a fixed length value.
· Hash function: Some function that map a message of any length to fixed length which serves as authentication.
11. What are the requirements for message authentication? (APRIL/MAY 2014) The requirements for message authentication are
· Disclosure
· Traffic Analysis
· Masquerade
· Content modification
· Sequence modification
· Timing modification
· Source repudiation
· Destination repudiation
12. What you meant by hash function?

Hash function accept a variable size message M as input and produces a fixed size hash code H(M) called as message digest as output. It is the variation on the message authentication code.

13. Differentiate MAC and Hash function? MAC:

In Message Authentication Code, the secret key shared by sender and receiver. The MAC is appended to the message at the source at a time which the message is assumed or known to be correct.

Hash Function:

The hash value is appended to the message at the source at time when the message is assumed or known to be correct. The hash function itself not considered to be secret.

14. Name the authentication protocols?(NOV/DEC 2015)

Kerberos is an authentication protocol. It provides a way to authenticate clients to services to each other through a trusted third party.

15. List any four password selection strategies (NOV/DEC 2015)

· User Education
· Computer generated password
· Reactive password checking
· Proactive password checking
16. List any three hash algorithm.

· MD5 (Message Digest version 5) algorithm.
· SHA_1 (Secure Hash Algorithm).
· RIPEMD_160 algorithm.
17. What are the requirements of the hash function?

· H can be applied to a block of data of any size.

· H produces a fixed length output.

· H(x) is relatively easy to compute for any given x, making both hardware and software implementations practical.

18. What you meant by MAC?

MAC is Message Authentication Code. It is a function of message and secret key which produce a fixed length value called as MAC. MAC = Ck (M) ,

Where M = variable length message

K = secret key shared by sender and receiver. CK (M) = fixed length authenticator.

19. Differentiate internal and external error control. Internal error control:
In internal error control, an error detecting code also known as frame check sequence or checksum.

External error control:

In external error control, error detecting codes are appended after encryption.

20. Write any two differences between MD4 and Secure Hash Algorithm? (NOV/DEC 2013)
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21. What is the meet in the middle attack?

This is the cryptanalytic attack that attempts to find the value in each of the range and domain of the composition of two functions such that the forward mapping of one through the first function is the same as the inverse image of the other through the second function-quite literally meeting in the middle of the composed function.

22. What is the role of compression function in hash function?

The hash algorithm involves repeated use of a compression function f, that takes two inputs and produce a n-bit output. At the start of hashing the chaining variable has an initial value that is specified as part of the algorithm. The final value of the chaining variable is the hash value usually b>n; hence the term compression.

23. What are the security services provided by Digital Signature?(NOV/DEC 2014)

· Message Authentication
· Message Integrity
· Non-Repudiation
24. What are the properties a digital signature should have? It must verify the author and the data and time of signature. It must authenticate the contents at the time of signature.
It must be verifiable by third parties to resolve disputes.

25. What requirements should a digital signature scheme should satisfy?

· The signature must be bit pattern that depends on the message being signed.
· The signature must use some information unique to the sender, to prevent both forgery and denial.
· It must be relatively easy to produce the digital signature.
· It must be relatively easy to recognize and verify the digital signature.
· It must be computationally infeasible to forge a digital signature, either by constructing a new message for an existing digital signature or by constructing a fraudulent digital signature for a given message.
· It must be practical to retain a copy of the digital signature in storage
PART-B

1. Illustrate about the SHA algorithm and explain? (NOV/DEC 2011)(MAY/JUNE 2013) (NOV/DEC 2013) (NOV/DEC 2015)

2. Write a detailed note on Digital Signatures? (NOV/DEC 2011)

3. Explain secure hash in detail? (APRIL/MAY 2015)

4. Explain about MD5 in detail? (APRIL/MAY 2011) (MAY/JUNE 2012)(NOV/DEC 2015)

5. Define a hashing function? (NOV/DEC 2013) (NOV/DEC 2012) (NOV/DEC 2015)

6. What are the properties of hashing function in cryptography? (NOV/DEC 2013)

7. Illustrate about Birthday attacks? (NOV/DEC 2013)

8. Explain digital signaturing with Elgamal public key cryptosystem? (NOV/DEC 2013)

9. Highlight and explain the steps in Digital Signature Algorithm (DSA)? (NOV/DEC 2015)

10. Explain Digital Signature Standard? (APRIL/MAY 2014)

